International Association of Undercover Officers

PROTECTING OFFICERS IDENTITY


We have always been concerned with both protecting our undercover identities and our own personal identities from those we are pursuing in our line of work.  It has never been as difficult as it is during this time of electronic data retrieval and storage.  There are a number of electronic searches available to anyone that will allow them to retrieve pertinent information on any individuals, including police officers or agents.


After speaking with experts in this field we have discovered a simple set up that would make it difficult for anyone conducting searches to find out personal information on any individual.  It first begins with how we hold our ownership in our houses, vehicles, utilities, bank accounts and any other personal property we my have possession of.  Several attorneys recommend that we establish a company that holds ownership of those personal property items.  It would be a limited liability company, (LLC) that is formed through the secretary of your own state of residency.  The first step in forming this company is choosing a name for the LLC, which does not reflect any title of ownership of your own name, such as Dog Patch, LLC.  The next step is that the secretary of state mandates that you provide a manager of the company which must be updated and verified each year.  This company should be managed by a trust that you set up that also has no reflective ownership name related to yours.  Example would be D&D trust, once you have established this company and it is controlled and managed by a trust you and your partner are the trustee’s, you can transfer ownership of all of your personal property to this LLC.  


The LLC has its own tax identification number and survives on its own accord.  The company can own your house, cars, bank accounts and anything that may expose you to electronic searches.  If a target obtains your name, he or she can simple run a search of the county tax records and pull up your address.  With ownership being held in an LLC your name does not automatically come up during these online searches.  You can even place your utilities in the LLC name and once again this makes it very difficult to find your personal address or property by conducting name searches.  Even if the person runs a search with the secretary of state files for any LLC that maybe in your name or you maybe associated with, the search would not reveal your name as the trust would be the manager.  One would have to know the exact name of the LLC or the trust that you controlled.  The cost in most states to setup the LLC is $125.00 to $325.00 and we would suggest that you have an attorney draft the trust for you and your partner.  This method can also be used for undercover operations; once again we would have your department or agency’s legal advisor review before moving forward with a company being held in an undercover name. 

Most lending institutions will let you to hold title of your property in this manner as the trustee’s are responsible for the repayment of the loan.  This method has proven to be a simple tactic we can use to protect our personal identities.  The more barriers we can put between us and the electronic searches the more protected we are from unwanted person or persons having access to our personal information.

Once again we strongly suggest that you seek your own legal review before establishing this type of LLC, states may contain different laws that govern the structure of individual limited liability companies.  
       
