
U.S. Department of Housing and Urban Development 

OIGM 3021 

Office of Inspector General 

 
 
 
 

Investigation/Operations Manual 

Chapter 3021 
Informants and Undercover Operations 

March 2009 

 
 
 



Informants and Undercover Operations 

OIGM 3021  March 2009 

Informants and Undercover Operations 
 

 
 
 
 
Material Transmitted OIGM 3021, Informants and Undercover Operations. 

Material Superseded OIGM 3021, dated February 2005. 

Purpose This chapter prescribes policies and procedures 
pertaining to informants and undercover operations. 

Summary of Changes All sections have been changed. 

  

Approved 

 
Kenneth M. Donohue 
Inspector General 



Informants and Undercover Operations 

OIGM 3021  March 2009 

Informants and Undercover Operations 
This manual chapter has been updated and approved on the following dates to account for the 

latest changes.  This task should be completed regularly. 

Issue Date Pages Affected Description 

OIGM 3021 March 2009 All Appendix reference in Section 
21-9 was corrected. Appendices 
21i and 21j were added. 
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21-1. Background 
 

On January 8, 2001, the Department of Justice (DOJ) issued Guidelines Regarding The Use of 
Confidential Informants. The substance of those guidelines has been incorporated in this 
Chapter along with additional guidelines deemed appropriate for HUD OIG. 

 

21-2. Prohibition on Commitments of Immunity 
 

Special Agents do not have authority to make any promise or commitment that would prevent 
the government from prosecuting an individual for criminal activity or that would limit the 
use of any evidence by the government, without the prior written approval of the prosecutor 
with primary jurisdiction to prosecute the Confidential Informant for such criminal activity. 
Special Agents must take the utmost care to avoid giving any person the erroneous impression 
that he or she has any such authority. 

 

21-3. Definitions 
 

• Confidential Informant or CI. Any individual who provides useful and credible 
information to HUD OIG regarding felonious criminal activities on a confidential basis, 
whether compensated or not, and from whom HUD OIG expects or intends to obtain 
additional useful and credible information regarding such activities in the future. A 
HUD employee who furnishes information to HUD OIG and requests confidentiality 
pursuant to the Inspector General Act of 1978 is not considered a CI as defined in this 
Chapter. 

• High-Level Confidential Informant. A CI who is part of the senior leadership of an 
enterprise that has: (1) a national or international sphere of activities; or (2) high 
significance to DOJ and HUD OIG’s national objectives, even if the enterprise’s sphere 
of activities is local or regional; and engages in, or uses others to commit, any activity 
that would constitute a misdemeanor or felony under federal, state, or local law if 
engaged in by a person acting with authorization 

• Confidential Informant Coordinator. The OIG Special Agent responsible for 
maintaining CI files at the Regional Office level or the individual assigned that 
responsibility within the Criminal Investigation Division in Headquarters. 

• CI Material. Any material containing identifying CI information. 

• Contact Agent. The OIG Special Agent responsible for control of contact and 
communication with a CI. A CI is considered a source of HUD OIG and not of an 
individual Special Agent. Generally, the contact Special Agent is the person who 
initially developed the CI. 
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• Cooperating Defendant/Witness. Any individual who meets the definition of a CI; has 
agreed to testify in a proceeding as a result of having provided information to HUD 
OIG; and is either: (1) a defendant or potential witness who has a written agreement 
with the case prosecutor, pursuant to which the individual has an expectation of future 
judicial or prosecutive consideration or assistance as a result of having provided 
information to HUD OIG; or (2) a potential witness who has had a case prosecutor 
concur in all material aspects of his or her use by HUD OIG. 

• Source of Information. Any individual who meets the definition of a CI; provides 
information to HUD OIG solely as a result of legitimate routine access to information or 
records, such as an employee of the military, a law enforcement agency, or a legitimate 
business, e.g., phone company, bank, or airline, and not as a result of criminal 
association with persons of investigative interest to HUD OIG; and provides such 
information in a manner consistent with applicable law. 

• Fugitive. An individual for whom a federal, state, or local law enforcement agency has 
placed a wanted record in the NCIC (other than for a traffic or petty offense); who is 
located either within the United States or in a country with which the United States has 
an extradition treaty; and whom the law enforcement agency that has placed the wanted 
record in NCIC is willing to take into custody upon his or her arrest and, if necessary, 
seek his or her extradition to its jurisdiction. 

 

21-4. Maintaining Confidentiality 
 

Revealing/Protecting a Confidential Informant’s True Identity 

1. Special Agents may not withhold the true identity of the CI from the applicable 
prosecutor. 

2. Special Agents will strive to protect informants’ identities but cannot guarantee that 
their identities will not be divulged. It should never be expressed or implied to such 
persons that their identities will never be revealed. In most instances, their identities 
can be protected from disclosure. The identity of a CI is generally exempt from 
disclosure under the Freedom of Information Act pursuant to Exemption (b)(7)(D), 5 
U.S.C. § 552(b)(7)(D). It is the identity of the informant, not the communication 
between the informant and the government, that is privileged. A court may require, or 
the IG may determine, that disclosure of a CI’s identity is necessary. When disclosure 
is unavoidable, the CI will be forewarned. The identity of the CI may be disclosed 
outside HUD OIG if the CI has consented in writing or a DOJ official, empowered by 
28 CFR, Part 16, has given written authorization for disclosure. When an Investigator 
is testifying as a witness at a trial and is asked to identify the informant in a case, 
he/she does not have the right to do so without the permission of his/her agency and 
the DOJ. Disclosure requirements for CIs used in cases prosecuted at the state level 
will vary and should be directed to the appropriate prosecutor. 
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3. Special Agents must ensure that they not name a CI as a named interceptee or a 
violator in an affidavit in support of an application made pursuant to 18 U.S.C. § 
2516 for an electronic surveillance order unless the Special Agent, with the explicit 
concurrence of the Special Agent in Charge, believes that: (a) omitting the name of 
the CI from the affidavit would endanger that person’s life or otherwise jeopardize an 
ongoing investigation; or (b) the CI is a bona fide subject of the investigation based 
on his or her suspected involvement in unauthorized criminal activity. 

 

Conveying Confidential Information 

1. Special Agents must take utmost care to avoid conveying any confidential 
investigative information to a CI, e.g., information relating to electronic surveillance, 
search warrants, or the identity of other actual or potential informants, other than 
what is necessary and appropriate for operational reasons. 

2. All employees have a continuing obligation after leaving employment with HUD OIG 
to maintain as confidential the identity of any CI and the information he or she 
provided, unless the employee is obligated to disclose it by law or court order (see 28 
C.F.R. §§ 16.21-16.29). 

 

21-5. Establishing Confidential Sources 
 

General Requirements 

The CI shall work under the direction and control of a HUD OIG Special Agent. The 
information or services provided must have specific investigative or general intelligence value 
to HUD OIG interests. In addition to providing information, informants may be expected to 
participate in investigations or testify in open court, if required. 

1. All informants must be approved by the Special Agent in Charge (SAC) before use by 
HUD OIG. This does not preclude a Special Agent from receiving information from 
an individual on a one-time basis, but the information should be verified. 

2. Non-HUD employees who furnish information on a one-time basis and request 
confidentiality need not be processed in accordance with these instructions. 

3. HUD employees who furnish information to HUD OIG and request confidentiality 
pursuant to the IG Act of 1978 are not considered CIs. 

NOTE: CIs are not employees of HUD OIG. Their relationship to HUD OIG 
can impose a special responsibility upon this agency when the CI engages in 
activity where they have received, or reasonably think they have received, 
encouragement or direction for that activity from HUD OIG. 
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Suitability Determination 

Prior to utilizing a person as a CI, a Case Agent shall draft a written “Suitability Report and 
Recommendation,” which shall be forwarded to the SAC for approval. This report should be 
in memorandum form and must address the following factors: 

1. Person’s age. 

2. Person’s alien status. 

3. Whether the person is a public official, law enforcement officer, union official, 
employee of a financial institution or school, member of the military services, a 
representative or affiliate of the media, or a party to or in a position to be a party to 
privileged communications, e.g., physician, clergy, lawyer. 

4. Extent to which the person would make use of his or her affiliations with legitimate 
organizations in order to provide information or assistance to the HUD OIG and the 
ability of HUD OIG to ensure that the person’s information or assistance is limited to 
criminal matters. 

5. Extent to which the person’s information or assistance would be relevant to a present 
or potential investigation or prosecution and the importance of such investigation or 
prosecution. 

6. Likelihood that the information or assistance that a CI could provide is not available 
in a timely and effective manner by less intrusive means. 

7. Nature of any relationship between the CI and the subject or target of an existing or 
potential investigation or prosecution, including but not limited to a current or former 
spousal relationship or other family tie, and any current or former employment or 
financial relationship. 

8. Person’s motivation in providing information or assistance, including any 
consideration sought from the government for this assistance. 

9. Risk that the person might adversely affect a present or potential investigation or 
prosecution, including court-ordered disclosures of identity that may require the 
government to move for dismissal of the criminal case. 

10. Risk that the use of a CI in the particular investigation may intrude upon privileged 
communications, or inhibit the lawful association of individuals or expression of 
ideas. 

11. Extent to which the person’s information or assistance can be corroborated. 

12. Person’s reliability and truthfulness. 
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13. Person’s prior record as a witness in any proceeding. 

14. Whether the person has a criminal history, is reasonably believed to be the subject or 
target of a pending criminal investigation, is under arrest, or has been charged in a 
pending prosecution. 

15. Whether the person is reasonably believed to pose a danger to the public or other 
criminal threat, or is reasonably believed to pose a risk of flight. 

16. Whether the person is a substance abuser or has a history of substance abuse. 

17. Whether the person is a relative of an employee of any law enforcement agency. 

18. The risk of physical harm that may occur to the person or his or her immediate family 
or close associates as a result of providing information or assistance to HUD OIG. 

19. Record of HUD OIG and the record of any other law enforcement agency regarding 
the person’s prior or current service as a CI, cooperating defendant/witness, or source 
of information, including, but not limited to, any information regarding whether the 
person was at any time terminated for cause. 

 

Continuing Suitability Review 

1. Each CI file shall be reviewed by the ASAC by September 30 of every year. The 
Case Agent shall complete and sign a “Continuing Suitability Report and 
Recommendation,” which shall be forwarded to the SAC, via the ASAC, for written 
approval. In completing that report, the Agent must again address the factors set forth 
in Paragraph 21-5B above, and in addition, the length of time that the individual has 
been registered as a CI and the length of time the individual has been handled by the 
same Agent or Agents. The annual report should include a summary of the 
cumulative amount of money paid to each CI as well as the case numbers of all 
investigations in which each CI participated. A separate memorandum should be 
prepared for each CI. 

2. Special Agents must ensure that all available information that might materially alter a 
prior suitability determination, including, but not limited to, information pertaining to 
unauthorized illegal activity by the CI, is promptly reported to the SAC and recorded 
and maintained in the CI’s file. The SAC, when in receipt of such information, shall 
ensure that a new “Continuing Suitability Report and Recommendation” is promptly 
prepared in light of such new information, and that strong consideration is given to 
termination of the CI for cause. 
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Registration 

1. All reasonable efforts should be made to ensure that information provided is reliable 
and that the CI will not jeopardize the success of the investigation(s). After the SAC 
has approved an individual as suitable to be a CI, the individual shall be assigned a 
number generated by CID.  

2. When a prospective CI is identified, the Special Agent, with at least one other law 
enforcement officer, shall make initial contact with the potential CI. A request for 
approval for use will be made by directing a memorandum through the ASAC to the 
SAC with an attached CI Identification Record, CI Agreement, Criminal History, two 
photographs, and two fingerprint cards. All CIs must read and sign the CI Agreement. 

3. If the informant is approved, an entry will be made in the “control log” reflecting the 
name of the informant, the confidential identity code, e.g., C10001, John C. Doe, 
DOB – 5/6/71, SSN – 544-40-0000, 10AGI, the name of the Special Agent requesting 
use of the informant, the date of approval, the date of semiannual verification, and the 
date of removal (to be completed when appropriate).  

4. The SAC will notify the requesting Special Agent of approval to use the informant, 
via the ASAC, by signing and returning a copy of the requesting memorandum. 

5. Control and use of an approved informant may be transferred between Regions with 
proper notification and approval of the involved SACs. 

 

21-6. Recordkeeping 
 

CI File 

Each applicable HUD OIG office will maintain a file on each CI it registers and will maintain 
this file in a locked cabinet accessible by the SAC and/or an OIG employee assigned as the 
Confidential Informant Coordinator (CIC). 

• The CI file will include all pertinent documents associated with the CI, i.e., 

• Photograph (full face and profile) (minimum of two); 

• Completed fingerprint cards (#FD-249); 

• Results of criminal history check; 

• Documentation of efforts by HUD OIG to establish the CI’s true identity, 
documentation of any promises or benefits, and the terms of such promises or 
benefits that are given a CI by HUD OIG or any other law enforcement agency; 
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• Any promises or benefits, and the terms of such promises or benefits, that are given 
a CI by any federal, state or local prosecutor (if available to HUD OIG); 

• Initial suitability report and recommendation; 

• CI payment record; 

• CI statements, MOIs, or MOAs; 

• Administrative correspondence; and 

• Determination as to why the individual wants to work with HUD OIG. 

 

Initial Case Activity Report 

A memorandum will be written to record the results of the NCIC and fingerprint checks. An 
informant control log will be maintained under the direction of the SAC. All correspondence 
reflecting the actual name of an informant will be transmitted in double sealed envelopes. The 
assigned confidential identity code of an approved informant shall be used in all subsequent 
instances where reference is made to the respective informant, e.g., ROIs, CI payment 
records, etc). Complete, as much as possible, a CI ID Record, Confidential Source/Informant 
(CS/CI) Identification Record (see Appendix 21a), and a True Name Record & Special 
Consent Form (see Appendix 21b), on the potential CI. Each file will contain all relevant 
information on the CI, including information, reports, and forms previously discussed in 
Paragraph 21-5D of this Chapter.  

1. If a CI is utilized in more than one Region, it will not be necessary to transfer the 
respective informant file between Regions unless the informant is actually relocating. 
The original confidential identity code assigned to the approved informant should be 
used when the informant is working temporarily in another Region. Records 
generated by the loaning Region shall be forwarded to the controlling Region for 
inclusion in the original CI file, e.g., CI payment records, MOA pertaining to 
suitability, etc. 

2. Access to CI payment records with the CI identity protected may be granted by the 
AIGI to Government Accountability Office (GAO), DOJ, or any contractors who 
evaluate the HUD OIG. Access to the entire CI files must be restricted to a “need to 
know” basis as determined by the AIGI. 

3. Access to individual CI files will be limited to those authorized personnel who 
manage and have direct control over the CI and have a legitimate need to review the 
file. The SAC may approve deviation from this procedure. Authorized officials, e.g., 
prosecutor, Judge, or other law enforcement officials, may be granted access to CI 
files where appropriate. This access must be approved in writing. Court orders for 
review of CI files must be coordinated with HUD OIG’s Office of Legal Counsel. CI 
files authorized for review will remain in the custody and presence of an escorting 
HUD OIG Special Agent. The HUD OIG Agent will maintain custody of the file until 
the examination is completed and the file is returned to the office of origin. 
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4. Hard copy files removed from the secured storage area will be returned prior to close 
of business that same day unless in custody of an authorized Special Agent as 
provided in Paragraph 21-6B.2 above. A sign-out log will be maintained to document 
date out/in, case number, time out/in, printed name, and signature of the person 
removing the file. 

5. CI names and numbers will be edited from all documents furnished to authorized 
officials (see Paragraph 21-6B.2). CI numbers qualify for exemption and redaction 
under Rule 16 of the Federal Rules of Criminal Procedure as “internal government 
documents.” 

  

Confidential Informant Classification 

Each CI will be classified as an “Active,” “Inactive,” or “Information Only” source. An 
“Active” source is a CI who is currently involved in evidence collection during an 
investigation. An “Inactive” source is an individual who is no longer used by HUD OIG. An 
“Information Only” source provides intelligence or information without active involvement in 
an investigation. The classification will be entered on the CI ID Record (see Appendix 21a) 
and included in the file for that source. 

 

Instructions to the Confidential Informant 

After the CI has been registered, a HUD OIG Special Agent will, at a minimum, review with 
the CI written instructions regarding his/her responsibilities and relationship with HUD OIG. 
This information will be documented in the Confidential Contributor Agreement (see 
Appendix 21c). The instructions shall state that: 

• The CI must not engage in any unlawful acts, except under the direction of an OIG 
Special Agent as authorized by the assigned AUSA (in cases where case prosecution is 
to be at the state or local level, an AUSA should be assigned to monitor the case activity 
and must authorize unlawful acts by CIs in furtherance of the investigation); 

• The CI must provide truthful information at all times; 

• The OIG has assigned a Contact Agent for the CI; 

• The CI must routinely check in with the Contact Agent to relay his/her activities; 

• The CI must abide by the instructions as explained by the HUD OIG Special Agent and 
must not take or seek to take any independent action on behalf of the United States 
Government; 

• The CI is not an employee of the United States Government and may not represent 
himself/herself as such; 

• The CI must not engage in witness tampering, witness intimidation, entrapment, or 
fabrication, alteration, or destruction of evidence; 
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• The CI is liable for any taxes that may be owed on money the United States 
Government pays him/her; 

• HUD OIG cannot guarantee any rewards, payments, or other compensation to the CI; 

• A Defendant CI should be advised only that his/her cooperation would be brought to the 
attention of the appropriate prosecutor; 

• No promises or representations can be made in cases involving foreign nationals 
regarding alien status and/or their right to enter or remain in the United States; 

• The United States Government will strive to protect the CI’s identity but cannot 
guarantee that it will not be divulged; 

• The CI may not enter into any contracts or incur any obligations on behalf of the United 
States Government, except as specifically instructed and approved by the AIGI; 

• The CI will not commit acts of violence and will advise HUD OIG immediately when 
aware of pending acts of violence; and 

• The CI will not initiate any plans to commit criminal acts. 

 

Special Approval Requirements 

1. Prior to using an individual as a High Level CI, or using individuals under the 
obligation of a legal privilege of confidentiality, or using individuals affiliated with 
the media, approval must be obtained from the Criminal Division of the DOJ. Use of 
federal prisoners, probationers, parolees, detainees, supervised releasees, and current 
or former participants in the Witness Security Program requires prior approval from 
the DOJ Criminal Division’s Office of Enforcement Operations (OEO). 

2. Prior approval must be obtained from the DOJ OEO when the person is a federal 
prisoner, and the intended use will require supervised release or transfer from his/her 
detention site for use of a consensual monitoring device within the detention site. The 
Supervisory Criminal Investigator will forward a request through the AIGI. The AIGI 
will obtain the approval of DOJ OEO and forward that approval, along with any 
restrictions, to the requesting office. The requesting memorandum should contain the 
following information: 

i. Name and identifying data of prisoner, e.g., DOB, BOP#, SSN#, etc.; 

ii. Present location of prisoner; 

iii. Charges for which the prisoner is incarcerated, including date and length of 
sentence; 

iv. Copy of the prisoner’s criminal record; 

v. Necessity of using the prisoner (describe other techniques that have been 
utilized and why they have been unsuccessful); 
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vi. Name(s) of target(s) of the investigation and their specific roles in the crimes or 
organization under investigation (include all pertinent biographical data, such as 
name, DOB, SSN, FBI number, state identification number, etc.); 

vii. The prisoner’s relationship with the targets; 

viii. Information as to whether the targets are aware of the prisoner’s incarceration. 
If the targets are aware, list the cover story to be used to prevent compromising 
the prisoner’s safety and/or the investigation; 

ix. Specific activities the prisoner will perform, e.g., face-to-face meeting, 
telephone calls, debriefing, etc.); 

x. Security measures to be taken to ensure the prisoner’s safety, alleviate risk to 
the public, and prevent the prisoner’s escape; 

xi. Length of time the prisoner will be needed; 

xii. Whether the prisoner will be needed as a witness, and whether he/she will be 
considered for the Witness Protection Program;  

xiii. Whether it will be necessary to relocate the prisoner to another prison upon 
completion of the activity; 

xiv. Whether the prisoner will remain in HUD OIG custody, jailed at certain times, 
or unguarded; 

xv. The number of personnel to be assigned to the security detail; 

xvi. The name, location, and telephone number of the prosecutor endorsing the  
request; 

xvii. Whether a federal Judge will be notified; 

xviii. Whether counsel represents the prisoner and that counsel endorses the request; 

xix. What the prisoner expects in return for his/her cooperation; and 

xx. The name, location, and telephone number of the immediate supervisor    
responsible for the investigation. 

3. If DOJ OEO approval is granted, documentation on each use of the prisoner will be 
completed and forwarded to the AIGI for submission to DOJ OEO. 

 

Use of a Confidential Informant who is a Current or Former Participant in the 
Federal Witness Program 

• Requires notification to the OEO, which will coordinate such matters with the U.S. 
Marshals service.  

 

Use of Federal or State Probationers, Parolees, and Supervised Releasees as 
Confidential Informants 
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Prior to using a federal or state probationer, parolee, or supervised releasee as a CI, a the OIG 
SAC shall determine if the use of that person in such a capacity would violate the terms and 
conditions of the person’s probation, parole, or supervised release. OIG SACs should consult 
with appropriate prosecutors prior to making such a determination. The determination shall be 
documented in HUD OIG files. If it is determined that there would be a violation of 
probation, parole, or supervised release, prior to using the person as a CI, HUD OIG must 
obtain the written permission of the relevant probation, parole, or supervised release official; 
such permission will also be documented in HUD OIG files. Any request for such permission 
should include the nature of the services the person will be expected to perform, the benefit to 
be derived, the supervision he/she will be provided, the potential risk involved, measures to be 
taken to ensure the CI’s safety, the length of time the CI will be needed, and the name/office 
of the concurring prosecutor. If permission is denied, or if it is inappropriate to contact the 
appropriate official, HUD OIG may, nevertheless, obtain authorization for such use from the 
court or the supervisor of a probation, parole or supervised release official. HUD OIG shall 
comply with applicable state or local laws, rules, and regulations pertaining to the use of state 
or local prisoners as CIs. 

 

CI Situations 

A CI in any of the following situations requires additional approval by the SAC for each 
specific occasion in which the CI is used:  

1. “Walk-in” CIs, until subsequent investigation, including verification through FBI 
record checks or through fingerprint card submission, justifies a different 
classification; 

2. Persons less than 18 years of age (with written consent of a parent or legal guardian); 

3. Persons who have been previously declared unsatisfactory, or who are known to have 
committed any act meeting the criteria for declaring a person as unsatisfactory; 

4. Persons with a history of mental illness (persons medically or legally declared 
mentally incompetent are not be used); 

5. Persons known to be current “sources” of the Intelligence Community; 

6. Illegal aliens (any use of an illegal alien as a CI should first be approved and 
coordinated with the Immigration and Naturalization Service (INS); and 

7. Persons in an active military status.  

 

AIGI Approval 

AIGI Approval is Required for Use of an Individual Whose Documentation as a HUD OIG CI 
Could Pose an Articulated Threat to either the reputation or physical welfare of that individual 
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or their immediate family members, or to the national security of the United States or a 
foreign nation. Examples include a public official, member of the news media, a law 
enforcement officer (not acting in his/her official capacity), or a foreign government official. 

 

Communication Restrictions 

OIG Special Agents Shall Have No Communication With a Current or Former CI who is a 
fugitive unless that communication is part of a legitimate effort to arrest the fugitive (such 
contact must be reported to the law enforcement agency having the wanted record for that 
individual in NCIC. 

 

Reactivation 

When a CI is reactivated for any reason, the procedures established in Paragraph 21-5B of this 
Chapter will be followed. 

 
21-7. Procedures for Handling a Confidential Informant 
 

Agent/Confidential Informant Relationship 

Special Agents are not, under any circumstances, to become involved with a CI on a social or 
personal level. All contacts with informants should be limited to official business only. A 
minimum of two law enforcement Agents must be used whenever meeting with an informant 
of the opposite sex. If possible, at least one of these two Special Agents should be of the same 
sex as the informant. Agents shall not socialize with current active or inactive CIs. 

 

Prohibited Transactions and Relationships 

1. A HUD OIG Special Agent shall not: (i) exchange gifts with a CI; (ii) provide the CI 
with anything of more than nominal value; (iii) receive any thing of more than 
nominal value from a CI; or (iv) engage in any business or financial transactions with 
a CI. Except as authorized pursuant to paragraph (b) below, any exception to this 
provision requires the written approval of the Special Agent in Charge, in advance 
whenever possible, based on a written finding by the Special Agent in Charge that the 
event or transaction in question is necessary and appropriate for operational reasons. 
This written finding shall be maintained in the CI’s files. 

2. A Federal Law Enforcement agent shall not socialize with a CI except to the extent 
necessary and appropriate for operational reasons. 
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3. In situations where a Federal Prosecution Office is either participating in the conduct 
of an investigation by HUD OIG that is utilizing a CI, or working with a CI in 
connection with a prosecution, the HUD OIG Special Agent in Charge shall notify the 
attorney assigned to the matter, in advance whenever possible, if HUD OIG approves 
an exception under this section or if a Federal Law Enforcement agent socializes with 
a CI in a manner not permitted under this section. 

 

Significant Issues Involving a Confidential Informant 

All unusual and/or significant matters involving an approved informant must be reported 
promptly to the SAC. The SAC will determine if the matter should be reported to the AIGI. 
Matters that must be reported promptly to the AIGI will include, but are not limited to: 
murder; bodily injury; threats of bodily harm or property damage to the informant or his/her 
family resulting from informant activities; inappropriate conduct between any law 
enforcement officer and a CI; and the informant’s involvement in any felonious criminal 
activity. 

 

Documentation of Confidential Informant Provided Information 

All information of potential investigative value received from a CI should be fully 
documented in a memorandum promptly following receipt of the information. All 
investigative activity assigned a case number shall be made a matter of official record with all 
sources of information, including informants, properly identified by their assigned 
confidential number. 

 

Documentation of Confidential Informant Meetings 

All meetings with a CI must be fully documented in a memorandum. 

 

Sensitivity of Confidential Informant Information/Use 

The information provided, the assignments, and all other pertinent matters related to the 
informant are sensitive and shall be treated with the utmost security. However, an informant 
may choose an open role, e.g., appearing as a witness or supplying information to other 
agencies, HUD employees, Housing Authority employees, etc.). It cannot be over-
emphasized that the relationship with an informant requires the utmost discretion and 
demands from the Special Agent the highest degree of honesty, integrity, and tact. 
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Reliability of Confidential Informant Information 

Every investigative avenue available should be pursued to ensure that information provided 
by an informant is reliable. Special Agents must make certain that it is the Special Agent, not 
the informant, who directs the investigation. 

 

Unauthorized Acts by a Confidential Informant 

An informant shall not be used or encouraged to commit any act not authorized by HUD OIG. 
Informants shall be advised not to initiate any plan, commit a criminal act, or use any 
unlawful means to obtain information or material. Informants shall not be used to obtain 
information concerning a criminal violation by the person who is charged with the act or 
his/her legal representative without the approval of the prosecutor. 

 

Unlawful Acts (Crimes) by a Confidential Informant 

Under no circumstances shall a Special Agent knowingly take any action or refrain from 
taking any action in order to conceal the commission of a crime by an informant. All 
unauthorized illegal activity by a CI must be reported to the applicable prosecutor. 
Enforcement action should be taken if it is within HUD OIG jurisdiction or immediate referral 
should be made to the law enforcement authority with jurisdiction to act on the information. 

In addition, the Special Agent must take the utmost care to avoid interfering with or impeding 
any criminal investigation or arrest of a CI. No agent shall reveal to a CI any information 
relating to an investigation of the CI. An agent shall not confirm or deny the existence of any 
investigation of the CI, unless authorized to do so by the Chief Federal Prosecutor; nor shall 
an agent agree to a request from a CI to determine whether the CI is the subject of any 
investigation.  

 

Defendant Confidential Informant Considerations 

A CI who has been arrested or is subject to arrest and prosecution for a federal, state, or local 
offense might expect future consideration for his/her cooperation in the form of prosecution or 
judicial consideration. Prior to the use of a Defendant CI, the following considerations should 
be noted: 

1. The Defendant CI should be advised only that his/her cooperation would be brought 
to the attention of the appropriate prosecutor. 

2. The appropriate prosecutor will be consulted before using a Defendant CI unless 
exigent circumstances exist where consultation will take place no later than the 
following business day. (Note: In some judicial districts, the court and/or U. S. Pre-
Trail Service Office must grant approval before a Defendant CI may be used.) 
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3. Defendant CIs may only be used with the approval of the SAC as documented on the 
Confidential Source/Informant Identification Record (CI ID Record) (see Appendix 
21a). In exigent circumstances, telephonic authorization may be obtained and the CI 
ID Record filed as soon as practical, along with an MOA documenting the verbal 
approval. 

 

Confidential Informant Searches 

CIs who participate in investigative activities involving contraband, government funds, or 
other evidence will be searched thoroughly before and after the activity has been completed. 
Conveyances used by a CI must be searched before and after the investigative activity. Two 
law enforcement officers (of the same gender as the CI) should independently and 
concurrently conduct these searches. CIs should be under continuous visual surveillance 
(where possible) throughout their involvement in the investigative activity. Every CI involved 
activity, to include debriefing, will be documented immediately after it takes place. Any 
signed statements obtained from a CI should conform to Chapter 5 of this Manual. 

 

References to Confidential Informants in Reports of Investigation 

1. CIs must not be referred to by name or gender in any report or official 
correspondence and must not be identified in the general Management Information 
System (MIS). 

2. The registered number for the CI will be used in all Reports of Investigation that 
reference the CI. 

3. Whenever a CI is established, the contact Agent will identify the person only by 
his/her registered CI number. 

4. Non-HUD employees who furnish information on a one-time basis and request 
confidentiality need not be processed in accordance with these instructions. Process 
one-time sources as follows: 

i. Show such confidential sources in the ROI by a temporary identifier, “T-1,”           
T-2,” etc. 

ii. Seal their true names, addresses, Social Security numbers, and occupations in a 
sealed envelope attached to the original ROI case file. 

5. HUD employees who furnish information to HUD OIG and request confidentiality 
pursuant to the IG Act of 1978 are not considered CIs and are processed as follows: 

i. Fully document the identity of the HUD employee in the official case file. 

ii. Identify such employee in an ROI by a temporary identifier, “T-1,” T-2,” etc., 
as the employee’s identity should not be made known outside HUD OIG. 
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Mailing/Transmitting Confidential Informant Material 

1. When CI material is mailed, it must be placed in a double sealed envelope with the 
inner and outer envelope marked “To Be Opened By Addressee Only” and sent by 
certified U. S. mail, return receipt requested, or Federal Express. 

2. The upper right hand corner of the inner envelope should contain the investigative 
case number. 

3. The inner and outer envelopes shall contain the sender and recipient’s mailing 
addresses. 

 
Removal of Approved Confidential Informants 

The Special Agent should provide a memorandum through the ASAC to the SAC that 
provides explanation for those CIs to be removed and justification for those CIs who will 
remain active. 

1. An approved CI shall not be recommended for removal as long as any case or 
investigation involving that CI is still pending final disposition, even though that 
particular CI has been “unproductive” for an extended period of time. 

2. If HUD OIG determines that a CI should be deactivated or the relationship with the 
agency terminated for cause, e.g., perjury, providing false information, engaging in 
unauthorized unlawful activity, etc., the CI will be advised of that action. A CI should 
be deactivated when that CI is no longer able to provide information or services that 
could lead to a significant prosecution, is no longer willing to cooperate, performance 
is unsatisfactory or the CI is formally accepted into the Witness Protection Program. 
Notification of deactivation will be documented in both the Regional and 
Headquarters files. Notification of termination for cause will be witnessed by at least 
two law enforcement officials and documented in a memorandum to the SAC, who 
will make that entry in the CI profile indicating the CI has been deactivated. 
Headquarters will be notified of the deactivation so that the effective date may be 
entered in the CI log upon deactivation of the CI. 

 

Multiple Agency Use of the Same Confidential Informants 

If more than one federal law enforcement agency is involved in an investigation utilizing a CI, 
coordination among all relevant agencies’ senior field managers should occur. In situations 
where a prosecutor is either participating in the conduct of the underlying investigation 
utilizing a CI, or working with the CI in connection with a prosecution, HUD OIG must 
immediately inform the prosecutor of the arrest or nature and extent of the alleged 
unauthorized unlawful conduct by that CI. 
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Monetary Payments to Confidential Informants 

Money that the HUD OIG pays to a CI in the form of fees and rewards shall be commensurate 
with the value, as determined by HUD OIG, of the information he/she provided or the 
assistance he/she rendered to HUD OIG. A CI will not be paid just because he or she is given 
that status (see also Paragraphs 21-8 and 21-9 below). All payments to a CI shall be made in a 
manner that avoids even the appearance of impropriety. 

 

Agent Guidelines on Confidential Informant Use 

1. Whenever possible, at least one HUD OIG Special Agent and a second law 
enforcement officer (federal, state or local) should serve as primary and secondary 
contacts for each CI. The primary “Contact Agent” will be a HUD OIG Special Agent 
who will assume responsibility for the CI he/she handles. It is up to each Contact 
Agent how he /she communicates with the CI, e.g., pager. 

2. The Contact Agent should determine the reliability of a CI. This can be accomplished 
through verification, corroborating witnesses, or other sources of information. 

3. Reviews and controls must be established to monitor the CI’s activities in an 
investigation. This is to avoid problems such as entrapment, danger to the public, and 
abuse of police authority. 

4. CIs are developed for HUD OIG use and not for the benefit of a specific employee. 
HUD OIG management may reassign control of a CI to another Special Agent or 
another office. 

5. A CI may be directed to gather information about a specific individual or activity. 
However, a CI can volunteer information to the OIG on an ad hoc basis. 

6. A CI’s organizational knowledge of HUD OIG should be kept to a minimum. This 
includes minimal familiarization with any HUD OIG facility, security procedures, 
operations, activities, personnel, etc. 

7. All meetings with CIs should be attended by any combination of two or more HUD 
OIG Special Agents and law enforcement officers. Qualified exceptions to the two or 
more requirement include: 

i. A one-on-one meeting may take place in exigent circumstances or when a one-
on-one chance encounter occurs. Any meeting of this type must be documented 
within five days; 

ii. Another law enforcement officer must witness any payment to a CI; and 
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iii. Meetings with a CI who does not have a criminal record may be conducted by 
one HUD OIG Special Agent. One-on-one meetings should not be made a 
practice and must be documented. 

8. CIs who participate in undercover activities involving contraband, government funds, 
or other evidence will be searched thoroughly before and after the activity has been 
completed. Conveyances used by a CI must be searched before and after the 
undercover activity. Two law enforcement officers should independently and 
concurrently conduct these searches. CIs should be under continuous surveillance 
throughout their involvement in an undercover operation. 

 

Notification of investigation or Prosecution of Confidential Informant 

1. When HUD OIG has reasonable grounds to believe that a current or former CI is 
being prosecuted by, is the target of an investigation by, or is expected to become a 
target of an investigation by a Federal Prosecuting Office for engaging in alleged 
felonious criminal activity, the HUD OIG Special Agent in Charge must immediately 
notify the Chief Federal Prosecutor of that individual’s status as a current or former 
CI. 

2. Whenever such a notification is provided, the Chief Federal Prosecutor and the HUD 
OIG Special Agent in Charge, with the concurrence of each other, shall notify any 
other federal, state or local prosecutor’s offices or law enforcement agencies that are 
participating in the investigation or prosecution of the CI.      

  

21-8. Documenting and Accounting for the Procurement of 
Contraband Evidence and Payment of CI/CI Subsistence 
 

Documenting Contraband and Subsistence Expenses 

1. Every expense incurred by the Case Agent or member of an investigative task force 
will be documented on a Case Expenditure Form/Payment Receipt (see Appendix 
21d) by cost category. 

2. A CI is normally used to introduce an undercover law enforcement officer (LEO) to 
the violator. This allows the LEO to participate in and control the transaction. There 
may be instances when the LEO provides money to a CI to make the contraband 
transactions without the LEO being present. The type of operation and the LEO’s 
evaluation of the CI will dictate the amount of money placed in the CI’s custody for 
controlled purchases. In each instance, money not spent during a contraband 
transaction or attempted transaction will be immediately returned to the LEO. 

3. Support Documentation: 
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i. Case Expenditure Form/Payment Receipt (Appendix 21d); 

ii. Investigative Activity Report (Appendix 21e); * 

iii. Contraband Transaction Narrative (Appendix 21f); * 

iv. Contributor (CI) Payment Record (Appendix 21g), where applicable; and 

v. Contraband/Evidence Purchase Record (Appendix 21h). 

 
* The Investigative Activity Report and Contraband Transaction Narrative may be replaced 
by another report if that report includes the amount spent, evidence purchased, LEO 
involved, location of evidence (with property #) and a description of the transaction. 

 

CI Subsistence Payments 

CI Subsistence Payments should be documented with a Case Expenditure Form/CI Payment 
Receipt (see Appendix 21d). 

 

A Contributor (CI) Payment Record 

A Contributor (CI) Payment Record, Appendix 21g, will be maintained in chronological order 
listing every payment made to the CI. That document will be filed in the informant’s file. 
Contributor (CI) Payment Records will be made out for a single informant (do not put 
multiple informants on the same record). That form and applicable sanitized copies of the 
Case Expenditure Form/CI Payment Receipt will be provided to the Agent Cashier when 
monthly expense reports are submitted (see Chapter 22 of this Manual). 

Any loss of official government funds involved with CI transactions should be reported 
according to the prescribed policy in Chapter 22 of this Manual. 

 

21-9. Undercover Operations 
 

The use of undercover techniques, including proprietary business entities, is essential to the 
detection, prevention, and prosecution of white collar crime, public corruption, organized 
crime, and offenses involving controlled substances, firearms, and other priority areas of 
investigation. These techniques inherently involve an element of deception and may require 
cooperation with persons whose motivation and conduct are open to question, and so should 
be carefully considered and monitored. Special Agents must be familiar with the terms and 
conditions of existing MOUs with the DOJ or other federal law enforcement agencies related 
to undercover operations. The guidelines set forth below are effective unless superseded by a 
current MOU. 
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Undercover Definitions 

• Undercover Activities. Any investigative activity involving the use of an assumed name 
or cover identity. 

• Undercover Operation. An investigative technique involving a series of related 
undercover activities over a period of time which provides for the penetration of a 
criminal or potentially criminal enterprise in an effort to obtain evidence of a criminal 
offense utilizing an undercover law enforcement Agent who assumes a fictitious 
identity. 

• Undercover Operative. Any HUD OIG Special Agent or law enforcement officer of a 
federal, state, or local law enforcement agency working under the direction and control 
of HUD OIG in a particular investigation, whose relationship with HUD OIG is 
concealed from third parties by the maintenance of a cover or alias identity. 

• An undercover does not include a CI, either paid or unpaid, who may be providing 
information to HUD OIG. 

• Case Agent. The HUD OIG Special Agent who is in charge of the undercover 
operation. The Case Agent must ensure that support is available for the covert activity; 
that communication is established with the undercover; and that necessary technical 
support is provided. 

• Contact Agent. The Special Agent assigned to an undercover operation who is 
responsible for daily contact with the undercover for safety and psychological support, 
providing assistance in preparation of reimbursement claims, receipt of daily activity 
and financial reports from the undercover, transmitting instructions to the undercover, 
and providing immediate assistance in an emergency. 

• Person of Investigative Interest. Any person or entity who is the subject or who may be 
reasonably expected to become the subject of an investigation. 

• Proprietary. A DOJ authorized sole proprietorship, partnership, corporation, or other 
business entity operated on a commercial basis, which is owned, controlled, or operated 
wholly or in part, by HUD OIG and concealed from third parties. 

 

Types of Undercover Operations 

There are three types of undercover operations that may be conducted by HUD OIG: 

1. Type I – Long-Term Undercover Initiative. This is a long-term operation lasting 
longer than 180 consecutive days, costing more than $10,000 in confidential 
expenditures, and/or involving any of the following sensitive issues: 

i. Elected or appointed official or political candidate; 

ii. Public official at the federal, state, or local level; 

iii. Foreign official or activities of a foreign government; 

iv. Religious organization; 
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v. Political organization; 

vi. News media; 

vii. An activity having a significant effect on or constituting a significant  

viii. Intrusion into the legitimate operation of a federal, state, or local government 
entity’ 

ix. Establishment, acquisition, or use of a proprietary such as a sole proprietorship 
partnership, corporation or other business entity operated on a commercial 
basis, which is owned, controlled, or operated wholly or in part on behalf of 
HUD OIG, and whose relationship with HUD OIG is concealed from third 
parties; 

x. Provision of goods or services essential for a crime, but generally unavailable to 
a subject of the investigation except from the government; 

xi. An activity that is proscribed by federal, state, or local laws as a felony or that is 
otherwise a serious crime, EXCEPT: 

• Purchase of stolen or contraband goods; 

• Delivery or sale of stolen property whose ownership cannot be 
determined; 

• Controlled delivery of drugs or other contraband that will not enter 
commerce; 

• Payment of bribes which do not contain sensitive issues; and  

• False representations to third parties to conceal identity or true ownership 
of the proprietary (this exemption does not include any statement under 
oath or the penalties of perjury). 

xii. Risk of arrest of the undercover; 

xiii. Falsely sworn testimony or false documentation will be supplied by the 
undercover in a legal or administrative proceeding; 

xiv. Attendance at a meeting or participation in communications between any 
individual and his/her attorney; 

xv. Risk of third party communication to an undercover who is acting as an 
attorney, physician, clergyman, or member of the news media; 

xvi. A request to an attorney, physician, member of the clergy, or other person for 
information that would ordinarily be privileged or to a member of the news 
media concerning an individual with whom the news person is known to have a 
professional or confidential relationship; 

xvii. A significant risk of violence or physical injury to individuals; 

xviii. A significant risk of financial loss to non-target individuals; 

xix. Activities which could result in significant civil claims against the United States 
arising in tort, contract, or for compensation for the “taking” of property; 
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xx. Untrue representations by the undercover concerning the activities or 
involvement of any third person without that individual’s knowledge or consent; 

xxi. A person in the Federal Witness Protection Program; 

xxii. The undercover operation requires leasing, or contracting for, property, 
supplies, services, equipment, or facilities outside normal government 
procedures; 

xxiii. The undercover operation will extend beyond the September 30 termination 
date of the fiscal year; 

xxiv. The undercover operation is one in which implementation is contingent upon or 
requires an indemnification agreement; 

xxv. The activities being performed by a CI would require AIGI approval if 
performed by a Special Agent; 

xxvi. A written proposal must be submitted to and approved by the AIGI prior to 
conducting a Type I Long-Term Undercover Initiative. This proposal should 
include: 

• Case title and case number. 

• A reasonably detailed statement of the background of the case and the 
relation of the circumstances to the need for the operation. Include a 
description of all previous undercover activities. Give the dates of these 
activities, who was involved, and what transpired. Also include the role(s) 
and activities of all other law enforcement agencies and CIs involved in 
the case. 

• The source of the information. If the source is confidential, use the 
confidential designation only. Describe how the CI knows about the 
allegation. Comment on the reliability of the CI. 

• Number and title of the violation. 

• A description of goals to be accomplished and the investigative strategy to 
be used. Describe the objectives to be met before the operation is 
concluded and when it is likely to occur. 

• Description of the proposed operation. Describe how the undercover 
techniques will be used to achieve investigative goals, the nature and 
expected frequency of future undercover activities, and how the 
undercover operation will be sustained. If an undercover location is to be 
established, describe it and explain how it will be used. Discuss the role of 
the undercover. 

• Identification of target(s)/subject(s). Include the names of the expected 
targeted individuals and/or other enterprises. Identify by name and 
position if the targeted individual is a HUD employee. If there are no 
named targets, justify the need to proceed with the undercover operation. 

• Target/subject criminal history checks. List results of these checks.  
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• Danger/contingency plans. Actions to protect any participant in the 
undercover operation must be noted in this section.  

• Location of operation. The request must specify the location and primary 
judicial district where the operation will take place. If the location changes 
to another judicial district, notice should be given promptly to the 
approving DOJ Attorney. 

• Duration and dates. The request must state the length of time needed for 
the operation. Initially, an authorization may be granted for up to 180 days 
beginning with the day the operation is approved by the AIGI. If there is a 
need to continue the operation beyond the approved date, extensions for 
up to 180 days may be granted by the AIGI. The request must show the 
anticipated starting and ending dates of the operation. 

• Cost estimate. The request must show the projected cost in detail. Include 
travel, per diem, supplies, and equipment necessary for the operation. 
Separate the estimate into confidential, non-confidential, and recoverable 
funds. Non-confidential funds are those that can be claimed on a travel 
voucher and recoverable funds are refundable deposits and flash money. 

• Assistant U.S. Attorney involved. A letter from the appropriate prosecutor 
is required indicating that he or she has reviewed the proposed operation, 
including any sensitive issues reasonably expected to occur, agrees with 
the proposal and its legality, and will prosecute any meritorious case that 
is developed. The request shall state that the prosecutor has expressed an 
opinion that the operation is not likely to cause entrapment. 

• Potential for criminal activity. The request shall include a discussion of 
anticipated activity during the operation that would constitute a crime 
under federal, state, or local law if engaged in by a private person without 
approval of an appropriate government official, and a proposal for dealing 
with the situation. 

• Sensitive issues. Describe any sensitive issues as defined in Paragraph 21-
9B(1) above. 

• SSNs. State whether SSNs are needed for the operation and how they will 
be used. 

• Other law enforcement agencies involved. Describe the future role and 
degree of involvement of other agencies in this operation. Has the 
operation been reviewed by another agencies’ undercover operation 
process? If so, what was the result? Describe who is responsible for 
determining investigative strategies among the agencies involved. Explain 
any MOUs that are applicable to this operation and any operational issues 
related to them. 

• CIs. For each CI involved in this operation, provide the following 
information: 

• The CI number. 
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• Whether the CI is a defendant or possible defendant in a criminal 
matter. 

• The role of the CI in the operation. 

• How the CI has demonstrated his or her reliability. 

• The motivation of the CI. 

• The agency that is controlling the CI. 

• Payments made, by date, to the CI in the last 12 months by any law 
enforcement agency and for any purpose related to this operation 
and the circumstances involved in earning the payments. 

• The total amount paid to the CI in this operation. 

• Any other income derived by the CI from this operation and the 
circumstances involved in earning the income. 

Attach a copy of any written agreement that relates to the CI. 

Core participants. Provide the names of all participants and their roles and 
responsibilities. Identify the SAC, ASAC, Case Agent, Technical Agent, and 
undercover. Provide the office, cellular, and home phone numbers. 

Undercover pre-operational meeting. Provide the anticipated date of the pre-
operational meeting.  

2. Type II – Short-Term Undercover Initiative. This is an operation that is less than 180 
consecutive days in duration and costs less than $10,000 in confidential expenditures, 
and does not involve any sensitive issues as outlined in Paragraph 21-9B(1) above. A 
written proposal as outlined above under a Type I undercover initiative must be 
prepared and submitted to the SAC for approval of this type of operation. 

3. Type III - Undercover Activity. This is undercover activity that is of an intermittent 
nature and does not involve any of the sensitive issues listed in Paragraph 21-9B(1) 
above. The SAC may authorize these activities for any criminal investigation. These 
activities should have the concurrence of the U.S. Attorney’s Office or state 
prosecutor in the Region where the activity will take place. Examples of Type III 
activities are as follows: 

i. The use of temporary cover identities by HUD OIG Agents during surveillance 
or routine investigative activities. 

ii. Operations in which there are no more than three separate contacts (telephone, 
non-telephone, or electronic communication) to individuals under investigation. 
Undercover contacts by electronic media such as facsimile or Internet require an 
approved undercover proposal. If sensitive issues (see Paragraph 21-9B(1) 
above) are involved, the case will be elevated to a Type I Long-Term 
Undercover Imitative, regardless of the number of contacts. 

iii. Operations in which HUD OIG is not the lead investigative agency and when no 
HUD OIG Special Agent is participating as the undercover. The lead agencies’ 
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undercover operation plan shall be provided to the SAC prior to participation by 
HUD OIG.  

 

Emergency Authorization 

All undercover operations must have prior approval by the appropriate official as described in 
this paragraph. 

1. The SAC may approve the establishment, extension, renewal, or modification of a 
Type I undercover operation only in an emergency situation in order to: 

i. Protect life or property; 

ii. Apprehend or identify a fleeing offender; 

iii. Prevent the hiding or destruction of essential evidence; or 

iv. Avoid other grave harm. 

In an emergency situation, the SAC will attempt to consult by telephone with an AUSA, the 
Deputy AIGI, and the AIGI. Within 48 hours after the operation has been established, 
extended, or renewed, the SAC authorizing an emergency undercover Type I operation will 
forward a written proposal to the AIGI for approval. If the subsequent written application for 
approval is denied, the SAC will submit a full report of all activity undertaken during the 
course of the operation to the AIGI. 

 

Planning Undercover Operations 

1. Any proposed undercover operation must first have the concurrence and support of 
the U.S. Attorney’s Office in the Region in which the operation will be initiated. 

2. Any proposed undercover operation must be thoroughly reviewed by a SAC to verify 
the need for such an operation, ensure the proper allocation of resources, and address 
legal issues, especially those pertaining to entrapment. 

3. When the undercover operation involves participation in illegal activity, authorization 
from an AUSA is required. 

4. All persons participating in undercover operations will be thoroughly briefed. They 
shall not: 

i. Participate in any act of violence or initiate or instigate any plan to commit 
criminal acts; 

ii. Use unlawful methods to obtain information or evidence; 

iii. Engage in any conduct that would violate restrictions on investigative 
techniques, operating procedures of this Manual, or other Departmental policy, 
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e.g., any type of sexual or intimate relations or contact with subjects, potential 
subjects, or witnesses of the investigation;  

iv. Participate in any illegal activity for which authorization has not been obtained, 
unless there is an immediate grave threat to life or physical safety and an effort 
is made by the undercover to prevent an act of violence. Any serious incident 
should immediately be reported to the SAC, AIGI, and U.S. Attorney’s Office 
with oversight for the case; or 

v. Engage in any illegal activity outside the scope of any required DOJ approval. 

 

Conducting Undercover Operations 

1. A pre-operational meeting should be held prior to initiating any undercover operation 
to familiarize all participants with the case objectives and goals, to resolve problems, 
and to allow for changes. A pre-operational checklist (see Appendix 8d) should be 
followed during the course of this meeting. The SAC, ASAC, Case Agent, 
undercover, Contact Agent, and other participants in the operation should attend this 
meeting. 

i. The Case Agent schedules the pre-operational meeting for at least two weeks, 
when practical, before the start of the operation and arranges for the 
aforementioned participants to attend. 

ii. If a new undercover is introduced to an ongoing undercover Operation, another 
operational meeting following the pre-operational meeting procedures must be 
held. 

2. The SAC or ASAC will review personal and professional conduct expectations with 
the undercover prior to his or her participation in the investigation. The SAC or 
ASAC shall document this review in the case file. 

3. The SAC or ASAC shall discuss with each undercover any of the sensitive issues 
specified in Paragraph 21-9B(1) above that are reasonably likely to occur. 

4. The SAC or ASAC must discuss HUD OIG’s policy on alcohol, government-owned 
vehicles, the use of government-owned or leased- property, and firearms with the 
undercover. 

5. To the extent feasible, the CI Contact Agent will also review conduct expectations 
with each CI involved in the operation. 

6. The following duties of the Case Agent or Contact Agent in an undercover operation 
should be discussed at the pre-operational meeting: 

i. Receiving regular activity and financial reports of the undercover or CI; 

ii. Providing assistance in the preparation of reimbursement claims; 

iii. Ensuring that operational objectives are being met; 
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iv. Promoting security and safety of the operation; 

v. Providing immediate assistance in any emergency; 

vi. Avoiding acts of violence, criminal activity, illegally obtained information or 
evidence, or violation of any HUD OIG policy; 

vii. Contacting the undercover on a daily basis for safety and support and 
transmitting instructions and information; and 

viii. Based on information from the undercover, the request for and receipt of funds 
on behalf of the undercover. 

7. The Case Agent will decide whether badges or other identifiable law enforcement 
equipment should be utilized during the undercover assignment. 

8. Illegal activities that come to the attention of an Agent working in an undercover 
capacity must immediately be reported to the SAC, who will advise the AIGI of the 
incident. Any involvement in such activity by an OIG Special Agent will immediately 
be reported to the SAC and AIGI, who will determine what action needs to be taken. 

 

Monitoring and Controlling Undercover Operations 

The ASAC controlling the undercover operation must review all undercover activities each 
month. The review includes: 

• Confidential expenditures; 

• Non-confidential expenses; 

• Narrative reports; 

• Progress toward undercover objectives; and 

• Activities of the undercover and others participating in the operation. 

Any findings of impermissible conduct shall be discussed with the individual, and promptly 
reported to the SAC. If the undercover is from another Region the undercover’s ASAC and 
SAC shall also be apprised of the impermissible conduct. The ASAC shall brief the SAC on 
the findings and annotate the case report to indicate that the review was conducted.  

 

Criteria for Engaging in an Undercover Operation 

HUD OIG Special Agents being utilized as “undercovers” must first have completed a basic 
“Undercover Investigative Techniques School” of at least two weeks in duration, must 
voluntarily accept the assignment, must have one year of prior law enforcement experience, 
and must obtain prior AIGI approval for the operation. 
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Fictitious Identities and Entities 

Fictitious identities may be established and maintained to conceal the undercover’s true 
identity. Agents who have met the criteria for engaging in undercover operations should 
develop an alias, obtain an SSN, and create a fictitious identity package (FIP). 

1. Fictitious SSNs should be requested through CID. CID will maintain a record of the 
requests made, SSNs issued, and the identities used.  

2. A Special Agent who is involved in an undercover assignment or operation requiring 
a FIP will submit a request for an undercover SSN through the Agent’s supervisory 
ASAC. The ASAC will send a formal request on agency letterhead to the SAC, CID. 
The SSN request will include: (1) SSN Application for Social Security Card (Form 
SS-5) (Appendix 21i), and (2) SSA Agreement (leda 5/05) (Appendix 21j). 
Signatures on both documents must be originals (no facsimiles). The original 
documents will be mailed via FedEx or UPS delivery to CID. Upon receipt of the 
above documents, CID will process the request and provide it to SSA. The 
undercover SSN will be generated by SSA and mailed to the requesting ASAC. The 
undercover SSN card will be returned to the SAC of CID when the undercover 
assignment or operation is concluded, or when the Special Agent departs the agency 
(whichever occurs first). 

3. The Special Agent shall not maintain custody of the SSN upon completion of an 
assignment. The SSN shall be promptly returned to CID.  

Note: The SSN and associated FIP are the property of HUD OIG and shall not be 
transferred to any individual departing the agency.  

The SACs are responsible for controlling FIPs, and may delegate accountability for FIPs to a 
custodian. If a custodian has a FIP issued to him/her, it will be retained by the SAC and the 
ASAC. Special Agents may not be assigned permanent custody of FIPs, and may not have or 
retain custody of a FIP except during an assigned undercover operation or temporarily in 
connection with activities to update or enhance the FIP. Special Agents must submit a 
memorandum to their ASAC requesting approval prior to engaging in activities to update or 
enhance the FIP. The memorandum will detail the need for the FIP items; only those items 
necessary to fulfill the assignment will be approved. The ASAC writes “approved” or 
“disapproved” on the request, signs and files it, and makes an entry in the FIP usage log. The 
FIP custodian completes the FIP usage log. FIP custodian duties include: 

• Maintaining an inventory list showing each item and associated identification number in 
the FIP; 

• Storing FIPs in locked containers when not in use; 

• Securing approval to issue FIP items; and 

• Maintaining a FIP usage log listing the item, including account number, expiration date, 
name of account, date checked out, reason for release, and date returned. 
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Custodians must review FIPs, including discontinued FIPs, by September 30 of each year. 
The custodian will submit a brief memorandum to the SAC and the designated SSN reviewer, 
accounting for all FIP items with a copy of each FIP list attached. The memorandum will 
include only the fictitious SSN as the identifier and shall not include the Agent’s true name. 
Credit cards and bank accounts may only be opened and used with the written approval of the 
SAC. The FIP Custodian shall maintain a copy of the approval memorandum, credit card 
application(s) and bank account application(s), along with the credit cards and bank account 
books. The SSN is only one of the items needed for a FIP for an undercover role. Other 
identification may be obtained using the covert identity as needed to support undercover 
activities. Items that could be included in the FIP are: 

Passport (only with DAIGI/AIGI approval) 
Driver’s license* 
Credit cards* 
Birth certificate (only with DAIGI/AIGI approval) 
Motor vehicle registration* 
Motor vehicle insurance card* 
Life insurance card* 
Private club membership cards* 
Business cards* 
Work identification card* 
Library card* 
Bank accounts 
Checkbook 
Past employment verification 
Medical records 
Dental records 
Military history (201 file) 
Grade school records 
College degree 
Magazine/news subscriptions 
Mail/correspondence 
Criminal records (NCIC, state, local) 
Utilities 
Residence 
Photographs* 
 

* Denotes normally carried “wallet stuffer” items. 

 
An undercover should not carry fictitious identity items along with his or her credentials and 
true identity articles unless it is essential. Carrying two sets of documents could compromise 
undercover identities. Also, Special Agents must be aware that, without credentials, they carry 
firearms as “unlicensed citizens.” A secured file should be maintained in the Regional Office 
for each fictitious identity established. It should include the true name of the Special Agent, 
the fictitious name, and copies of all fictitious identification and documentation used to 
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support the fictitious identity. When the identity is no longer required, the file should be 
destroyed and items returned to the issuing agencies. 

 

Mailing Undercover Information 

Prior to shipping, all undercover information must be double-enveloped. Place all information 
in a security envelope with “To Be Opened by Addressee Only” and the entire shipping 
address printed on it. Place the security envelope inside a shipping envelope. The shipping 
envelope must also have printed on it the entire shipping address and “To Be Opened by 
Addressee Only.” If undercover information is received in either a torn or opened security 
envelope, establish if the fictitious identity may have been compromised and notify the SAC. 

 

Compromised Fictitious Identities 

If the undercover, ASAC, and SAC agree that a fictitious identity is, or may have been, 
compromised, cease using it, including the SSN. The SAC shall notify the SAC, CID, 
immediately. CID shall return the compromised SSN to the Social Security Administration. 
The undercover shall cancel and collect all other documents that comprise the undercover FIP 
and forward these to the SAC for retention for three years.  

 

Social Security Numbers 

The SAC, CID, or designee is the only HUD OIG employee authorized to contact the Social 
Security Administration (SSA) for a fictitious Social Security number. Additionally, the SSA 
requires that inquiries from other law enforcement agencies to obtain a fictitious SSN be 
forwarded to the agency contact (SAC, CID, or designee) who will provide the name and 
phone number of the inquiring officer/department to the SSA. 

 

Prohibitions and Restrictions on SSNs 

An SSN which has been disposed of may not be used again without the permission of the 
SSA and approval of the AIGI. 

Special Agents may not: 

1. Fabricate an SSN for any purpose; 

2. Use their personal SSN for any investigative purpose; or 

3. Change the name or other data assigned to the SSN, except with the written approval 
of the SAC, to temporarily associate another name or entity with the SSN, provided 
no action is taken which will effect a change to SSA records. Additionally, a surname 
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coinciding with a change in “marital status” may be made with the approval of the 
SAC.  

Special Agents may only use another person’s SSN when that individual has given written 
consent. 

 

SSN Oversight 

Upon return of the undercover SSN at the conclusion of the investigation, the SAC will direct 
the Special Agent who performed the undercover role to obtain a credit report using the 
undercover identity and have the report forwarded to a non-government issued post office box 
controlled by the ASAC or SAC. Additionally, the Special Agent will also have credit card 
accounts and banking statements forwarded to the post office box for oversight review. The 
SAC shall appoint a reviewer to conduct a review of the credit reports, bank statements, 
checkbooks, and other financial records kept by the undercover. The reviewer may not 
contact credit bureaus, merchants, banks, or other financial sources. This could compromise 
the undercover’s identity. The reviewer shall prepare a memorandum to the SAC describing 
the results of the review. The SAC shall file the review memorandum in a locked file that has 
limited access. 

 

Undercover Assignment Earnings 

The undercover is responsible for proper accounting and disposition of earnings from all 
sources associated with the undercover assignment. 

1. If the assignment involves undercover employment with HUD, obtain assistance and 
procedural advice from the Headquarters (CID). 

2. If the assignment involves a cooperative undercover employment with a non-federal 
institution, make arrangements with that institution for disposition of any earnings by 
returning them to the institution that furnishes the cover employment. Ensure that a 
paper trail of the returned earnings is completed. 

3. If the assignment involves a covert undercover employment with a civilian agency, 
the undercover will submit to the Case Agent/Contact Agent a monthly statement of 
such earnings, with a remittance of the earnings in the form of a cashier’s check or 
money order payable to the United States Treasury. 

 

Undercover Expenditures 

Expenditures incurred by the undercover cannot be offset against the undercover employment 
income. Undercovers will submit reimbursement claims to the HUD OIG imprest fund cashier 
for all expenditures incurred in connection with the undercover assignment. Each undercover 
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is required to submit documentation of expenses to the extent that obtaining such 
documentation would not jeopardize his or her security. Undercovers must provide receipts or 
a memorandum explaining why no receipts are available for those transactions where having 
receipts would be expected. Claim travel and per diem incurred on the Travel Voucher, 
Standard Form 1012, using the undercover’s real identity. 

 

Checks 

Checks received as salaries or other payments by the undercover must be copied and cashed 
as soon as practical. Checks should not be signed until they are ready to be cashed. 
Undercovers should sign the checks using their undercover identity. Undercovers should give 
the cash, check copy, and any earnings statements to the Case Agent/Contact Agent, who will 
ensure the money is returned to United States Treasury. Keep copies of endorsed checks, 
deposit tickets, original earnings statements, and other documents in the case file until the 
undercover activity is completed. Then transfer the documents to the SSN file. 

 

FICA/Withholding 

HUD OIG is responsible for reporting FICA or Self-Employment (SE) postings to the SSA. 
Postings occur when tax returns are filed or during an undercover assignment in which the 
undercover is paid a salary. When FICA or SE postings will occur as part of an undercover 
operation, notify the SAC, CID. The SAC will ensure that the undercover Agent provides CID 
with the posting amount total the following calendar year for notification of the SSA. 

 

Release of Undercover Identity 

The ROI and related memorandum shall not contain the undercover name, SSN, true name, or 
true SSN of a HUD OIG undercover or any other law enforcement agency. The undercover 
will be identified in the ROI as a Special Agent, or LEO, working in an undercover capacity. 
The true identity of the undercover may be disclosed to the prosecuting Attorney or to the 
court. Special Agents who disclose the true identity of an undercover shall notify their SAC 
by memorandum, detailing the circumstances regarding the disclosure. A determination must 
be made as to whether the undercover identity has been compromised and whether the Special 
Agent is in jeopardy. 


