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Introduction 

Social media and associated technologies are negating the effectiveness and efficiency of law 

enforcement undercover operations.  The growth of social media has fundamentally transformed 

how people receive, transmit and use information.1  Individuals can summon at will the 

collective knowledge of potentially millions of people on any given subject.  The networking 

capability of social media is so powerful that it is even credited with being the impetus and 

enabler2 of the recent political revolutions and change in the middle-east known as the “Arab 

Spring.”3  Through use of social networking mediums that include Facebook, My Space, Twitter, 

Linkedin, to name a few, information can be transmitted around the world instantaneously.4  

Answers to questions that once would require tens, perhaps hundreds of hours of research and a 

physical presence, in the cyber world are no farther away than an individual’s smart phone or 

Ipad.5   

                                                
1 Social Media refers to the use of web-based and mobile technologies to turn communication into an interactive 
dialogue.  Social media can take on many different forms, including Internet forums, weblogs, social blogs, 
microblogging, wikis, podcasts, photographs or pictures, video, rating and social bookmarking.“Social media - 
Wikipedia, the free encyclopedia.” http://en.wikipedia.org/wiki/Social_media, accessed on August 28, 2011 
2 Joseph Marks, “Revolutions Aren’t Built on Facebook Alone, Nuke Negotiator Says - Tech Insider,” nextgov, 
August 31, 2011, 
http://techinsider.nextgov.com/2011/08/revolutions_arent_built_on_facebook_alone_former_nuclear_negotiator_say
s-print.php.  
3The Arab Spring is a revolutionary wave of demonstrations and protests occurring in the Arab world. Since 18 
December 2010 there have been revolutions in Tunisia and Egypt; a civil war in Libya; civil uprisings in Bahrain, 
Syria, and Yemen; major protests in Algeria, Iraq, Jordan, Morocco, and Oman, and minor protests in Kuwait, 
Lebanon, Mauritania, Saudi Arabia, Sudan, and Western Sahara. Clashes at the borders of Israel in May 2011 have 
also been inspired by the regional Arab Spring. The protests have shared techniques of civil resistance in sustained 
campaigns involving strikes, demonstrations, marches and rallies, as well as the use of social media, such as 
Facebook, Twitter, YouTube, and Skype, to organize, communicate, and raise awareness in the face of state 
attempts at repression and internet censorship. Many demonstrations have also met violent responses from 
authorities, as well as from pro-government militias and counter-demonstrators. Rashid Khalidi, “The Arab Spring | 
The Nation”, March 21, 2011, http://www.thenation.com/article/158991/arab-spring.   
4The evolution of Web 2.0 provides the content on demand aspect of ‘traditional’ web based media with the addition 
of user-generated content and collaborative aspects; allowing users to access and comment on or respond to content 
with immediacy.  K. Pillay, B. van Niekerk, and M. Maharaj, “Web 2.0 and its Implicztgons for the Military.” 
(Council for Scientific Research, 2010). 
5 “Access to social networks from mobile phones soars - latimes.com”, March 4, 2010, 
http://latimesblogs.latimes.com/technology/2010/03/comscore-mobile-social-networking.html. 
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The force-multiplier potential of social media and associated technologies has not been lost on 

law enforcement.6  Increasingly police departments across the United States are starting up 

specialized “social media units” to facilitate community outreach, partnership programs, enhance 

organizational and operational transparency, enable crime reporting and awareness, use as an 

employment screening tool and as an aid in criminal investigations.7  Police are tracking down 

stolen property, recovering evidence, locating and apprehending suspects, conducting 

intelligence collections and monitoring, locating missing persons, assisting in “Amber alerts,”8 

and using social networks to conduct crime and intelligence trend analysis.9  Indeed, information 

from social media sources is becoming so increasingly reliable that police are exploring ways to 

utilize crowdsourcing feedback to map and predict criminal activity.10  Though relatively new to 

law enforcement, social media as a resource is quickly becoming a mainstay in how law 

enforcement organizations operate.   

Social media, however, is a double edged sword.  The exponential increase in global 

connectivity and, therefore, situational awareness, is not exclusive to law enforcement use or 

tactics.  Cyber resources, – such as Internet search engines, data storage enterprises, people 

finders – social networks, and advanced biometric technologies are providing criminals and 

criminal organizations the same advantage as law enforcement. Operations and communications 

security in the new environment of social media and networks is nonexistent.  The undercover 

operator, hereafter referred to as the UC, is more vulnerable to exposure now than ever before.  

                                                
6Force multiplication, in military usage, refers to an attribute or a combination of attributes which make a given 
force more effective than that same force would be without it. The expected size increase required to have the same 
effectiveness without that advantage is the multiplication factor. For example, if a certain technology like GPS 
enables a force to accomplish the same results of a force five times as large but without GPS, then the multiplier is 
5. Such estimates are used to justify an investment cost for force multipliers. “Force multiplication - Wikipedia, the 
free encyclopedia”, n.d., http://en.wikipedia.org/wiki/Force_multiplication. 
7 Steve Flaherty, “Chiefs’ Corner Article: Social Media from A Colonel’s Perspective”, n.d., 
http://www.iacpsocialmedia.org/ChiefsCorner/ChiefsCornerArticle.aspx?cmsid=5412. Also see, Bill Ellis, “Law 
enforcement uses social networking sites like Facebook - Apr. 8, 2010”, April 8, 2010, 
http://money.cnn.com/2010/04/08/technology/law_enforcement_social_media/index.htm. 
8 “AMBER Alert - Wikipedia, the free encyclopedia”, n.d., http://en.wikipedia.org/wiki/AMBER_Alert. 
9 Greg Hayes, “Social media used for criminal investigations - TheRecordLive.Com”, August 24, 2011, 
http://therecordlive.com/article/Orange_County_News/Orange_County_News/Social_media_used_for_criminal_inv
estigations/64391. 
10 Ramon Youseph, “5 Ways Crowdsourcing Is Battling Crime | #1 Site for Crowdsourcing, Crowdfunding, & Open 
Innovation News | Daily Crowdsource”, January 31, 2011, 
http://dailycrowdsource.com/2011/01/31/lifestyle/charity/5-ways-crowdsourcing-is-battling-crime/.   
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The UC has to create and maintain a false identity that shapes the perception of an adversary.   

The safeguards of anonymity once believed to be secure by UC’s in covert operations (i.e. 

drivers license, home address, credit card transactions to name a few), provide little or no 

protection in the form of anonymity in the new cyber world of interconnectivity and social 

networking.  Any direct or indirect exposure to social media outlets, social networking, and 

linking/tagging technologies have compromised the covert operator in advance of the covert 

operation. 

This is the dilemma posed by advances in social networking technologies that law enforcement 

and UC operations face now and into the future.  Some strategic questions to consider are:  Has 

social media and associated technologies sounded the death knell of UC operations?  What are 

the implications for law enforcement?  How can law enforcement adapt?  Should law 

enforcement adapt, or allow UC operations as a tool to be abandoned? 

This paper addresses the dilemma that law enforcement faces and attempts to answer these 

questions by reviewing current available literature, assessing current and potential strategies to 

counter the effects of social media exposure and posit potential organizational changes in order 

to retain UC operations as a viable law enforcement tool.11   

The Current Environment 

As little as ten years ago a police officer working a UC assignment could go to work with some 

confidence that his anonymity was relatively intact.  Personal information like driver’s license 

number and photo, address, work information, phone numbers, bank information and property 

information were relatively labor intensive and difficult to obtain.  In the current social media 

environment the UC has to consider if his cover has been compromised as his personal 

information, whether he wished it or not, may be present in the cyber world.  Though he may not 

have populated the internet and social media with any of his personal information, someone else 

                                                
11 The author conducted an extensive search for available articles, scholarly papers, white papers, books, theses, in 
on the subject matter and found that much of what has been written is anecdotal and that no formal studies on the 
implications of social media on undercover operations have been completed.  Currently the Australian Federal 
Police have commissioned a study which centers on the subject matter of this paper and future recruitment 
implications. 

Figure 1 
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more than likely has.  That is to say that family and friends who are active in social media may 

have unwittingly created or contributed to the cyber footprint of the UC.12  As represented in 

Figure 1, in the cyber world all information is  

interconnected and individuals can be located 

via indirect non-linear links.13 Herein lay the 

danger; The pseudo reality of the illusory 

persona that once served as the first and most 

critical line of defense for the UC is symbolic 

at best.  Social media and associated biometric 

technologies such as facial and voice 

recognition software, are just as accessible to 

criminals and criminal organizations as they are 

to police.  The UC’s information is no longer locked away in a file at police headquarters to be 

accessed by a select few.  It is now exposed to the world in an open and accessible forum. 

The origin of the modern internet occurred in the early 1970’s when the Department of Defense 

(DoD) created an interconnected web of computer networks to enhance command, control and 

communications.14  Steeped in Cold War strategies, fears, and concerns, the DoD decentralized 

the system so as to reduce the vulnerability of a nuclear attack wiping out communications 

networks systematically.15  By the 1990’s the expansion of the network to include commercial 

uses, public and private networks, and increasing private individual use, meant that information 

on most any subject or individual was becoming readily available.16  The estimated number of 

internet users since the turn of the century exceeds two billion, and the number of internet users 

                                                
12 Pillay, B. van Niekerk, and M. Maharaj, “Workshop on the Uses of ICT in Warfare and the Safeguarding of Peace 
(pp. 50-57),” 50–57. 
13 “social media - Google Images”, n.d., 
http://www.google.com/imgres?q=social+media&hl=en&biw=1280&bih=678&gbv=2&tbm=isch&tbnid=Ar0AJLm
pzZd3pM:&imgrefurl=http://themelis-
cuiper.com/&docid=yPyu6rlQyYIXxM&w=600&h=450&ei=mAhkTvrLLNLXiAK2qf2uCg&zoom=1&iact=hc&v
px=399&vpy=138&dur=5383&hovh=194&hovw=259&tx=133&ty=128&page=1&tbnh=155&tbnw=207&start=0&
ndsp=15&ved=1t:429,r:1,s:0. 
14 Gabriel Weimann, “www.terror.not: How Modern Terrorism Uses the Internet,” United Institute of Peace: Special 
Report, no. 116 (March 2004). 
15 Ibid. 
16 Ibid. 
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that access and participate in social networking is estimated to also exceed two billion and is 

growing at an astonishing rate.17   

The great virtues of the Internet – ease of access, lack of regulation, vast information sources, 

vast potential audiences, and instantaneous information flow – presents both opportunity and a 

curse for UC operators.18  The Internet may be viewed as a vast interactive digital library with 

trillions of pages of information that is almost all free.19  Criminals are using the internet to 

collect intelligence on people, places, and things that are critical to their continued and 

unimpeded operations.  Most 

recently, the Mexican drug 

cartels have used Facebook and 

Twitter to find information on 

potential rival cartel members, 

law enforcement officials and 

their families, and to collect 

intelligence on counterdrug 

operations.20   

 

The social media landscape as depicted in Figure 2 represents a small number of social media 

outlets currently available to public and private organizations.21  Criminal enterprises exploit 

                                                
17 “List of virtual communities with more than 100 million users - Wikipedia, the free encyclopedia”, n.d., 
http://en.wikipedia.org/wiki/List_of_virtual_communities_with_more_than_100_million_users; “Number of Internet 
users worldwide reaches two billion,” PHYSORG.COM, Juanuary 2011, http://www.physorg.com/news/2011-01-
internet-users-worldwide-billion.html. 
18 Weimann, “www.terror.not: How Modern Terrorism Uses the Internet.” 
19 Ibid. 
20 Patrick Manning, “Borderland Beat: Mexican Drug War Spreading to the Web”, n.d., 
http://www.borderlandbeat.com/2011/08/mexican-drug-war-spreading-to-web.html. 
21 “impact of social media - Google Images”, n.d., 
http://www.google.com/imgres?q=impact+of+social+media&num=10&um=1&hl=en&biw=1280&bih=524&tbm=i
sch&tbnid=Ar0AJLmpzZd3pM:&imgrefurl=http://www.cleancutmedia.com/internet/social-media-statistics-video-
growth-
impact&docid=rAqlRkRPZ30rfM&w=600&h=450&ei=BtliTubXLYnSiAKvlMWWCg&zoom=1&iact=hc&vpx=1
64&vpy=81&dur=2146&hovh=194&hovw=259&tx=122&ty=111&sqi=2&page=1&tbnh=110&tbnw=147&start=0
&ndsp=21&ved=1t:429,r:0,s:0. 

Figure 2 
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these media to develop accurate pictures of their operational domain.  Just as law enforcement 

uses social media to find and arrest criminals, criminal organizations can use many of these 

online tools to identify UC police officers that try to infiltrate their ranks.22  Facebook has proven 

to be one of the biggest dangers in keeping UC officers safe due to applications such as facial 

recognition and photo tagging.23  With the growing use of facial recognition technology it is 

becoming easier to identify people online based strictly on a picture.24  Senior police officials in 

Australia fear that, aside from putting UC officers in jeopardy of physical harm, the ease with 

which criminals can obtain sensitive information and identification using social media about the 

UC and their families, can place UC officers in jeopardy of being corrupted or coerced through 

blackmail or threats.25  Current facial recognition software, which is increasing in sophistication 

and availability, can match images taken decades apart.26  This has serious implications for 

future UC operators and for the ways in which law enforcement organizations conduct 

recruitment and selection of police candidates. 

How are images captured and “immortalized” in cyber space?  How can criminals or criminal 

organizations acquire and exploit these images?   

The ubiquitous nature of image capturing devices in our everyday lives presents an information 

rich identification data source from which anyone, with minimal technological capability and 

financial resource, can access.  The average American has their image captured on still or video 

camera up to 200 times a day.27  That is a staggering 73,000 times a year.  If even half of these 

images are stored somewhere in cyber space, they are enough to compose a relatively 

                                                
22 Christopher White, “Social media endangering undercover police work - Neowin.net”, Agust 2011, 
http://www.neowin.net/news/social-media-endangering-undercover-police-work. 
23 Hamish Barwick, “Social media could render covert policing ‘impossible’ - social networking, social media, 
security, Mick Keelty - Computerworld”, August 25, 2011, 
http://www.computerworld.com.au/article/398599/social_media_could_render_covert_policing_impossible_/. 
24 White, “Social media endangering undercover police work - Neowin.net.” 
25 “Police warned over Facebook use amid fears they are tipping off criminals | Mail Online”, August 6, 2011, 
http://www.dailymail.co.uk/news/article-2023107/Police-warned-Facebook-use-amid-fears-tipping-criminals.html#. 
26 “Has Facebook killed the undercover cop? - social networking, social media, Security 2011 Conference, nsw 
police, networking tools, Mick Keelty, face recognition, Facebook, AFP - CSO | The Resource for Data Security 
Executives”, August 25, 2011, http://www.cso.com.au/article/398581/has_facebook_killed_undercover_cop_/. 
27Some of the venues where images are captured include: ATMs, convenience stores, traffic cameras at intersections 
and on freeways, grocery stores, banks, post offices, Malls, parking lots, and office buildings to identify a few.  
Jessica Bennet, “Film Shot Spy-Camera Style - The Daily Beast,” Newsweek, November 19, 2007, 
http://www.thedailybeast.com/newsweek/2007/11/19/smile-you-re-on-hidden-camera.html. 
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comprehensive picture or insight into any given individuals interest, personality, territory, and a 

profile of the individuals social and private life. The implications – including exposed tactical 

and operational strategies, negating UC tactics, identifying potential weaknesses in 

organizational structure, or identifying potential witnesses and evidence - are potentially dire as 

criminals and criminal organizations can exploit this information to counter law enforcement UC 

operations, prosecutorial options and intelligence collections efforts.    

Image or behavioral data, usually collected by commercial entities, are controlled and owned by 

the entities collecting such data.  There are no laws prohibiting commercial organizations from 

collecting and storing random images or behavioral patterns of customers that frequent their 

businesses.28  Indeed, this data can be sold to a third party so long as there are no personal 

identifiers associated with the data of the individual.29  A recent example of a business storing 

and potentially selling customer information can be found with the navigation and emergency 

services company OnStar.  OnStar is notifying its account holders that it will keep a complete 

accounting of the speed and location of OnStar-equipped vehicles, even for drivers who 

discontinue monthly service.30  OnStar began e-mailing customers about its update to the privacy 

policy, which grants OnStar the right to sell that GPS-derived data in an anonymized format.31  

That means that even a minimally sophisticated criminal or criminal organization with financial 

means and facial recognition software, can establish a legitimate information storage business, 

purchase image or behavioral data, and store it for future exploitation.  What criminal 

organization would not pay premium dollar to have access to this vast amount of images to vet 

all of their potential criminal cohorts?   

The data mining of images and the relative ease with which criminals or criminal organizations 

can locate and access even cursory information on the identities of a UC is compounded by the 

voluntary rendering of images and information by the UC.  A recent survey conducted by the 

Australian Federal Police found that ninety percent of female officers and eighty one percent of 

                                                
28 “Privacy laws - California Office of Privacy Protection (COPP)”, n.d., 
http://www.privacy.ca.gov/privacy_laws.htm. 
29 “EPIC - Privacy and Consumer Profiling”, n.d., http://epic.org/privacy/profiling/. 
30 David Kravets, “OnStar Tracks Your Car Even When You Cancel Service | Threat Level | Wired.com”, 
September 20, 2011, http://www.wired.com/threatlevel/2011/09/onstar-tracks-you/. 
31 Ibid. 
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male officers were registered on at least one site and over seventy percent of those officers 

admitted to using social media sites at least weekly.32  The survey also revealed that eighty five 

percent of the officers had their photographs uploaded by someone else.33  This is dangerous as 

the associated social media footprint exposes friends and family since it links everyone together, 

allowing criminal organizations to get detailed personal information on the officer.34   

A recent example can be found in Phoenix where authorities informed law enforcement officials 

that officers were being “targeted” on Facebook by criminals and that photographs and other 

personal information, derived from social media outlets, were found on DVD’s recovered during 

police searches.35  Social media presents a very real danger for law enforcement, particularly for 

UC officers.  The new cyber environment requires new approaches and innovative thinking in 

response to potential information, communication, and operational security breaches. 

Recommendations 

Traditional law enforcement privacy practices, particularly undercover operations in the new 

social media landscape, are increasingly proving insufficient to the task of protecting law 

enforcement operations and UC officers, respectively.  Law enforcement agencies that do not 

adapt and respond to the potential threat social media represents, for operations and officer 

safety, do so at their own peril. Operational effectiveness now and into the future hinges on 

cutting edge privacy and encryption technology that acts as prophylactics against hostile 

intelligence collections attempts, and new policies and procedures designed to minimize or 

eliminate an officer’s cyber footprint, both professionally and personally.   

Some of these technology adaptations include: 

Anonymizers, those that work to shield your identity, and infomediaries, which helps individuals 

negotiate a Web site and choose what personally- identifiable information is shared. 

Anonymizers make you "anonymous" by giving you an untraceable alias.  Infomediaries, a new 

                                                
32 White, “Social media endangering undercover police work - Neowin.net.” 
33 Ibid. 
34 Mike Levine, “Officials Warn Facebook And Twitter Increase Police Vulnerability | FoxNews.com”, May 10, 
2011, http://www.foxnews.com/scitech/2011/05/10/officials-warn-facebook-twitter-increase-police-vulnerability/. 
35 Ibid. 
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and relatively untested technology, allow you to exercise choice in what sorts of personal 

information is shared at each site you visit. They require that the individual create a detailed 

personal profile to enable the technology to negotiate the release of personal information in his 

behalf.36 

Some Anonymizer products include: 

Anonymizer, one of the best-known and oldest products, allows surfing anonymously. It also 

offers anonymous email and Net access.  

Freedom from the Canadian company, Zero Knowledge Systems, will provide up to five online 

aliases and allows anonymous profiles. Because the Montreal-based company does not have to 

follow U.S. law, Freedom can use stronger encryption than similar American products. Not even 

Zero Knowledge can trace surfing, posting or chat room visits back to the user.37  

Crowds, developed by Bell Labs and AT&T Labs, uses a virtual "crowd" of people to hide your 

identity while Web surfing. Users are placed in random groups and each time you instruct a 

browser the command is randomly routed through the machine of someone else in the group so 

that it is impossible to track a group member individually.38  

Onion routing system, under development by the Naval Research Laboratory, keeps third parties 

from tracking your surfing activities by randomly routing messages through a series of routers 

before the message reaches its destination.39 

Though these examples can increase future individual cyber exposure or footprint security, it 

cannot erase or shield information that already exists in the cyber world.  As such, other 

proactive and preventive measures are required.  Some of these measures may include: 

                                                
36 “Online Privacy Alliance, tools for protecting your privacy online”, n.d., 
http://www.privacyalliance.org/resources/rulesntools.shtml. 
37 Ibid. 
38 Ibid. 
39 Ibid. 
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1. Developing a comprehensive education and recruitment strategy that focuses on the 

potential implications of extensive social media exposure on future law enforcement 

employment. 

2. Developing a strategy to identify individuals interested in a law enforcement career prior 

to entering the work force. 

3. Developing a strategy to identify individuals, within those interested in law enforcement, 

that are interested and possess the requisite skill set that can be further developed for 

undercover work. 

4. Establish policy and regulations regarding the use and exposure of personal information 

on social media, for new and current officers. 

5. Purchase a program or contract a private entity to monitor employee social media 

footprint and use,  

a. notify appropriate department personnel of any inquiries or collections attempts 

by unknown entities. 

6. Develop and establish a separate training academy for future undercover officers. 

7. Establish policy and standard for the employment and maintenance of pseudonyms or 

“cover” identities.40 

8. Conduct entry level social media footprint screening for law enforcement candidates. 

9. Establish memorandums of agreement regarding protection and security of law 

enforcement personnel with social media outlets. 

10. Develop and implement training and continuing education regarding cyber security and 

social media implications.41 

Conclusion 

Solutions to the complex problems that social media present for law enforcement and undercover 

operations are not readily discernable.  It is a complex problem that, against the backdrop of the 

                                                
40 “Pseudonym (literally, "false name") is a name that a person (or, sometimes, a group) assumes for a particular 
purpose and that differs from his or her original orthonym (or "true name") - Wikipedia, the free encyclopedia”, n.d., 
http://en.wikipedia.org/wiki/Pseudonym. 
41 Brett van Niekerk, Trishana Ramluckan, and Manoj Maharaj, “Web 2.0 as an Attack Vector against Strategic 
Security” (South Africa: University of KwaZulu-Natal and Management College of Southern Africa, 2011). 
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rapid growth and evolution of Web 2.0 technologies, borders on wicked.42  Though the use of 

social media provides unparalleled advantages in crime fighting techniques, as mentioned above, 

it has also proven to be an information force multiplier for criminals and criminal organizations.  

Law enforcement officials and undercover officers in particular can no longer rely on traditional 

methods of information security and operational anonymity.  At first the inclination is to 

establish legislation that denies or prevents social media outlets from providing their services, 

but this option is not only simplistic it is anathema to American constitutional values and ideals.  

Aside from common security and privacy software measures available “off the shelf” the law 

enforcement community will have to radically rethink and reorganize how it operates and 

recruits in the new social media environment.   

                                                
42Popularised in the 1973 article Dilemmas in a General Theory of Planning by Horst Rittel and Melvin Webber, the 
term wicked problem refers to a complex problem for which there is no simple method of solution. “wicked problem 
definition from Financial Times Lexicon”, n.d., http://lexicon.ft.com/Term?term=wicked-problem. 


